
GureKddcup database description

gureKddcup database link: http://www.sc.ehu.es/acwaldap/

0 Introduction

This document explains briefly the process we followed to create the database gureKddcup1. It contains connec-
tions of kddcup99 (database of UCI repository) but it adds its payload (content of network packets) to each of the con-
nections. It will permit to extract information directly from the payload of each connection to be used in machine learn-
ing processes. 

The  Information  System Technology  (IST)  group  of  Lincoln laboratories  at  MIT university  under  contract  of 
DARPA and in collaboration with ARFL created a network. In this network, they simulated real traffic with normal and 
attack connections and they sniffed them with tcpdump (linux command). The experiment lasted 7 weeks of 5 days. The 
generated tcpdump files and ps outputs, log files... are known as darpa98 database. (More information on the following 
website http://www.ll.mit.edu/mission/communications/ist/corpora/ideval/data/index.html).

After this simulation, they extracted connections from the  tcpdump files and they represented them in a tabular 
dataset in UCI repository format. This way, instances of the dataset belong to connections. They extracted 41 attributes 
for each connection plus the class attribute. These attributes are divided in three main groups: intrinsic features (ex-
tracted from the headers' area of the network packets), content features (extracted from the contents area of the network 
packets), traffic features (extracted with information about previous connections). This dataset is known as kddcup99. 
(More information on http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html).

We tried to follow the same steps followed to generate kddcup99. With this aim, we processed tcpdump files with 
bro-ids (http://www.bro-ids.org/) and we got each connection with its attributes. Finally, we labeled each connection 
based on the connections-class files (tcpdump.list) that MIT provides. 

1 Attributes

gureKddcup (and gureKddcup6percent) contains 41 attributes divided in 3 groups. The content of these attributes 
is described next:

1.1 Intrinsic attributes

These attributes are extracted from the headers' area of the network packets.

Num. Name Type Description

1 duration integer duration of the connection

2 protocol_type nominal protocol type of the connection: TCP, UDP and ICMP

3 service nominal http, ftp, smtp, telnet... and other (if not much used service)

4 flag nominal
connection status.  The possible  status are this:  SF, S0,  S1,  S2,  S3, 
OTH, REJ, RSTO, RSTOS0, SH, RSTRH, SHR

5 src_bytes integer bytes sent in one connection

6 dst_bytes integer bytes received in one connection

7 land binary
if source and destination IP addresses and port numbers are equal then, 
this variable takes value 1 else 0

8 wrong_fragment integer sum of bad checksum packets in a connection

9 urgent integer
sum of urgent packets in a connections. Urgent packets are packets 
with the urgent bit activated

Table1: Intrinsic Attributes.

1 This work has been done in the Automatic Classification and Parallelism (ALDAPA) group 
(http://www.sc.ehu.es/acwaldap/) of Computer Architecture and Technology (KAT/ACT) department of University 
of Basque Country (EHU/UPV). Contact email: Iñigo Perona <inigo.perona@ehu.es>
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1.2 Content attributes

These attributes are extracted from the contents area of the network packets based on expert person knowledge.

Num. Name Type Description

10 hot integer
sum of hot actions in a connection such as: entering a system direc-
tory, creating programs and executing programs

11 num_failed_logins integer number of incorrect logins in a connection

12 logged_in binary if the login is correct then 1 else 0

13 num_compromised integer sum of times appearance “not found” error in a connection

14 root_shell binary if the root gets the shell then 1 else 0

15 su_attempted binary if the su command has been used then 1 else 0

16 num_root integer sum of operations performed as root in a connection

17 num_file_creations integer sum of file creations in a connection

18 num_shells integer number of logins of normal users

19 num_access_files integer sum of operations in control files in a connection

20 num_outbound_cmds integer sum of outbound commands in a ftp session

21 is_hot_login binary if the user is accessing as root or adm

22 is_guest_login binary if the user is accessing as guest, anonymous or visitor

Table2: Content Attributes.

1.3 Traffic attributes

These attributes are calculated taking into account the previous connections. 9+10 attributes are divided into two 
groups: (1) time traffic features (2) machine traffic features. The difference between one group and the other is the 
mode to select the previous connections.

1.3.1 Time traffic attributes

To calculate these attributes we considered the connections that occurred in the past 2 seconds. 

Num. Name Type Description

23 count integer sum of connections to the same destination IP address

24 srv_count integer sum of connections to the same destination port number

25 serror_rate real
the percentage of connections that have activated the flag (4) s0, s1, s2 
or s3, among the connections aggregated in count (23)

26 srv_serror_rate real
the percentage of connections that have activated the flag (4) s0, s1, s2 
or s3, among the connections aggregated in srv_count (24)

27 rerror_rate real
the percentage of connections that  have activated the flag (4) REJ, 
among the connections aggregated in count (23)

28 srv_error_rate real
the percentage of connections that  have activated the flag (4) REJ, 
among the connections aggregated in srv_count (24)

29 same_srv_rate real
the percentage of connections that were to the same service, among 
the connections aggregated in count (23)

30 diff_srv_rate real
the percentage of connections that were to different services, among 
the connections aggregated in count (23)

31 srv_diff_host_rate real
the percentage of connections that were to different destination ma-
chines among the connections aggregated in srv_count (24)

Table3: Time Traffic Attributes.



1.3.2 Machine traffic attributes

To calculate these attributes we took into account the previous 100 connections.

Num. Name Type Description

32 dst_host_count integer sum of connections to the same destination IP address

33 dst_host_srv_count integer sum of connections to the same destination port number

34 dst_host_same_srv_rate real
the percentage of connections that were to the same service, among 
the connections aggregated in dst_host_count (32)

35 dst_host_diff_srv_rate real
the percentage of connections that were to different services, among 
the connections aggregated in dst_host_count (32)

36 dst_host_same_src_port_rate real
the  percentage  of  connections  that  were  to  the  same  source  port, 
among the connections aggregated in dst_host_srv_count (33)

37 dst_host_srv_diff_host_rate real
the percentage of connections that were to different destination ma-
chines, among the connections aggregated in dst_host_srv_count (33)

38 dst_host_serror_rate real
the percentage of connections that have activated the flag (4) s0, s1, s2 
or s3, among the connections aggregated in dst_host_count (32)

39 dst_host_srv_serror_rate real
the percent of connections that have activated the flag (4) s0, s1, s2 or 
s3, among the connections aggregated in dst_host_srv_count (33)

40 dst_host_rerror_rate real
the percentage of connections that  have activated the flag (4) REJ, 
among the connections aggregated in dst_host_count (32)

41 dst_host_srv_error_rate real
the percentage of connections that  have activated the flag (4) REJ, 
among the connections aggregated in dst_host_srv_count (33)

Table4: Machine Traffic Attributes.

1.4 Class attribute

The 42nd attribute is the class attribute, it indicates which type of connections is each instance: normal or which at-
tack.  The  values  it  can  take  are  the  following  (view Table5):  anomaly,  dict,  dict_simple,  eject,  eject-fail,  ffb, 
ffb_clear,  format,  format_clear,  format-fail,  ftp-write,  guest,  imap,  land,  load_clear,  loadmodule,  multihop, 
perl_clear,  perlmagic,  phf,  rootkit,  spy,  syslog,  teardrop,  warez,  warezclient,  warezmaster,  pod,  back,  ip-
sweep, neptune, nmap, portsweep, satan, smurf and normal.

2 Payload

The payload is the content area of network packets, it is a sequence of ASCII characters. For each connection we 
generated 3 files with extensions: “.a”, “.b” and “.c”. Each of them contains accumulated payload sequences. In files 
“.a” we accumulated sent  packets'  payloads sorted by time. In files “.b” we accumulated received packets' payloads 
sorted by time. And finally in files with the extension “.c” we accumulated all packet payloads of the connection sorted 
by time.

3 The  gureKddcup and gureKddcup6percent databases

The gureKdddcup database contains all the connections we matched with tcpdump.list:  2.759.494 connections. We 
provide information about these 2.759.494 matched connections. The tcpdump.list files contain 3.013.862 connections, 
therefore we matched the 92%. 

The gureKddcup is too large to be used in any learning process. Most experiments with kddcup database are done 
based on the 10% of the database provided in UCI. The provided database contains 494.021 connections. It has flood, 
no-flood and normal connections. Analogously we decided to generate a reduced sample: gureKddcup6percent.  The 
sample  contains  all  no-flood  attacks  matched  with  tcpdump.list  and  a  random subsample  of  normal   connections 
matched with tcpdump.list. We disregard the pod attack because we haven't matched many connections of this type. 
Thus, at the end we have no-flood attacks and more or less 15% of the normal connections matched, selected randomly.

The distribution of attacks and normal connections in both databases is shown in the following table:



gureKddcup gureKddcup6percent

Connection type Frequency % Frequency %

normal 1.129.856 40,94432 174.873 97,798

attacks 1.629.638 59,05568 3.937 2,202

anomaly 9 0,00033 9 0,005

dict 879 0,03185 879 0,492

dict_simple 1 0,00004 1 0,001

eject 11 0,00040 11 0,006

eject-fail 1 0,00004 1 0,001

ffb 10 0,00036 10 0,006

ffb_clear 1 0,00004 1 0,001

format 6 0,00022 6 0,003

format_clear 1 0,00004 1 0,001

format-fail 1 0,00004 1 0,001

ftp-write 8 0,00029 8 0,004

guest 50 0,00181 50 0,028

imap 7 0,00025 7 0,004

land 35 0,00127 35 0,020

load_clear 1 0,00004 1 0,001

loadmodule 8 0,00029 8 0,004

multihop 9 0,00033 9 0,005

perl_clear 1 0,00004 1 0,001

perlmagic 4 0,00014 4 0,002

phf 5 0,00018 5 0,003

rootkit 29 0,00105 29 0,016

spy 2 0,00007 2 0,001

syslog 4 0,00014 4 0,002

teardrop 1.085 0,03932 1.085 0,607

warez 1 0,00004 1 0,001

warezclient 1.749 0,06338 1.749 0,978

warezmaster 19 0,00069 19 0,011

pod 5 0,00018

back (flood) 2.248 0,08146

ipsweep (flood) 15.760 0,57112

neptune (flood) 1.526.643 55,32329

nmap (flood) 1.995 0,07230

portsweep (flood) 9.973 0,36141

satan (flood) 31.411 1,13829

smurf (flood) 37.666 1,36496

TOTAL 2.759.494 178810

Table5: Distribution of attacks and normal connections.



4 Structure of data

To  better  understanding  of  the  next  sections  of  this  document,  the  connection_number  format  is  explained: 
XYN5N4N3N2N1N0

• X: indicates the week from 1 to 7.

• Y: indicates the day from Monday (1) to Friday (5).

• N5N4N3N2N1N0: indicates the number of connection.

Therefore,  when  we  download  and  decompress  gureKddcup.tar.gz or  when  we  download  all  parts  of 
gureKddcup and  we  reassemble  the  Week4.tar.gz we  get  the  following  files:   Week1.tar.gz,  Week2.tar.gz, 
Week3.tar.gz, Week4.tar.gz, Week5.tar.gz, Week6.tar.gz and Week7.tar.gz.

In the same way, we obtain the following compressed files with gureKddcup6percent: gureKddcup6percent.arf-
f.tar.gz,  Week1.tar.gz,  Week2.tar.gz,  Week3.tar.gz,  Week4.tar.gz,  Week5.tar.gz,  Week6.tar.gz and 
Week7.tar.gz.

4.1 gureKddcup

The  database  gureKddcup contains  7  compressed  files:  Week1.tar.gz,  Week2.tar.gz,  Week3.tar.gz, 
Week4.tar.gz, Week5.tar.gz, Week6.tar.gz and Week7.tar.gz.

At the same time each of these compressed files contains 5 compressed files:  Monday.tar.gz, Tuesday.tar.gz, 
Wednesday.tar.gz, Thursday.tar.gz and Friday.tar.gz. And at the end, within these files, we find 4 compressed files: 
a-matched.tar.gz, b-matched.tar.gz, c-matched.tar.gz and gureKddcup.list.tar.gz.

• gureKddcup.list.tar.gz: Contains information about every connection in the day. The first 6 attributes are: 
connection_number, start_time, orig_port, resp_port, orig_ip, resp_ip (information to identify the connection). 
And the following attributes are the cited 41 attributes plus class. The file is in the “table” or tabular format. 

• a-matched.tar.gz: There are accumulated sent  packets' payloads of the connection sorted by time. These 
payloads match with  gureKddcup.list  connections. The name of each file is the connection_number with 
extension “.a”.

• b-matched.tar.gz: There are accumulated received packets' payloads of the connection sorted by time. These 
payloads match with  gureKddcup.list  connections. The name of each file is the connection_number with 
extension “.b”.

• c-matched.tar.gz: There are accumulated all packet payloads of the connection sorted by time. These pay-
loads match with gureKddcup.list connections. The name of each file is the connection_number with exten-
sion “.c”.

Thus, the three files of one connection_number belong to a specific connection in gureKddcup.list.

4.2 gureKddcup6percent

The  sample  gureKddcup6percent contains  8  files:  gureKddcup6percent.arff.tar.gz,  Week1.tar.gz, 
Week2.tar.gz, Week3.tar.gz, Week4.tar.gz, Week5.tar.gz, Week6.tar.gz and Week7.tar.gz.

• gureKddcup-15percent.arff.tar.gz: Contains information about every connection. The first 6 attributes 
are: connection_number, start_time, orig_port, resp_port, orig_ip, resp_ip (information to identify the connec-
tion). And the following attributes are the cited 41 attributes plus class. The file is in the well-known Attribute-
Relation File Format (ARFF).

• Week[1-7].tar.gz:  Each  week  folder  contains  5  compressed  sub-folders:  Monday.tar.gz,  Tuesday.-
tar.gz, Wednesday.tar.gz, Thursday.tar.gz and  Friday.tar.gz.  And at  the end,  within these sub-
folders, we find 3 compressed files: a-matched.tar.gz, b-matched.tar.gz, c-matched.tar.gz.

• a-matched.tar.gz: There are accumulated sent packets' payloads of the connection sorted by time. 
These payloads match with gureKddcup-15percent.arff connections. The name of each file is the 
connection_number with extension “.a”.



• b-matched.tar.gz: There are accumulated received packets' payloads of the connection sorted by 
time. These payloads match with gureKddcup-15percent.arff connections. The name of each file 
is the connection_number with extension “.b”.

• c-matched.tar.gz:  There are accumulated all  packet  payloads of  the connection sorted by time. 
These payloads match with gureKddcup-15percent.arff connections. The name of each file is the 
connection_number with extension “.c”.

5 Downloading information

In this section we explain the structure, directories and files that we provide. If you fulfill the database request form 
in the website, we will send you the link where you can download gureKddcup database and gureKddcup6percent 
sample.

Complete database

We provide these databases in individual compressed files:  gureKddcup.tar.gz (9,3GB) and  gureKddcup6per-
cent.tar.gz (4,3GB).

• The way to decompress files with the extension tar.gz is: tar xzf xxx.tar.gz: 

Divided database

Due to the large size of the data we also provide the databases in many split parts. As said before, the experiment of 
simulated network lasted 7 weeks and we analogously split the database following this approach. 

Our structure of data is divided in 7 files, representing 7 weeks. Each file contains all payloads of a week. We con-
sidered downloading 1GB files is a reasonable size. In that sense, since the size of the 4th week is more than 3GB, we 
split the Week4.tar.gz compressed file in 4 files running the following command:

$  split -d -b 950M Week4.tar.gz Week4.tar.gz

We obtained the following files: Week4.tar.gz00, Week4.tar.gz01, Week4.tar.gz02, Week4.tar.gz03 of 950M-
Bytes.

To reassemble these files to create Week4.tar.gz the following commands can be used:

In Linux:

$ cat Week4.tar.gz* > Week4.tar.gz

or

$ cat Week4.tar.gz00 Week4.tar.gz01 Week4.tar.gz02 Week4.tar.gz03 > Week4.tar.gz

In Windows: 

> copy /B Week4.tar.gz00 + /B Week4.tar.gz01 + /B Week4.tar.gz02 + /B Week4.tar.gz03 Week4.tar.gz /B

Checking MD5 cryptographic hash function

You can check the integrity of the downloaded files to ensure that there has been no failure in the downloading 
process. With this aim, we provide MD5 cryptographic hash function for each file. Thus, when the files are down-
loaded, you can compare your file's MD5 with the provided one.

Options to obtain the MD5 of a file:

In Linux: 

gureKddcup$ md5sum -b Week1.tar.gz  or  gureKddcup$ openssl dgst -md5 Week1.tar.gz

In Windows: 

 http://www.md5summer.org/  or Firefox add-ons https://addons.mozilla.org/eu/firefox/addon/12335.

https://addons.mozilla.org/eu/firefox/addon/12335
http://www.md5summer.org/

